Hpuiaoxenue. Meroanueckue peKOMEHIALMU O Pa3MelleHMH HA
UH(OPMAIMOHHBIX CTEHAAX, 0PUUMAIBHBIX HHTEPHET-CAUTAX U JPYIrUX
HHG(OPMALMOHHBIX pecypcax 001e00pa3oBaTebHbIX OPraHU3aALMNi 1
OPraHoOB, OCYLECTBJSIOIINX yIIpaBjeHue B cepe odpasoBanus,
uHopManuu 0 0e301aCHOM NOBEICHUN U MCI0JIb30BaHUU ceTH UHTepHeT
[Tpunoxenune
METOANYECKHUE PEKOMEHJAILIUN
O PABMEIHIEHUU HA UTHOOPMAIIMOHHBIX CTEHJIAX,
OOUIHNAJBHbBIX

UHTEPHET-CAWTAX U IPYTUX HHO®OPMAIIMOHHBIX PECYPCAX

OBIIEOBPA30BATEJIBHBIX OPTAHU3ALIN 1 OPTAHOB,
OCYIIECTBJSIONNX

YIIPABJIEHUE B C®EPE OBPA3OBAHUSA, UTHO®OPMAILIUHA o
0e3o0macHoOM

IToBeneHnu M UCMOJIL30BAHUM CeTH "'"MHTEpHET"

Okcnepramu U wieHamu BpemenHoit komuccun Cosera @enepanuv no pa3BUTHIO
UHGOPMAIIMOHHOTO OOIIECTBA B pAMKAaX BBIMOJHEHUS PEKOMEH 1Al
napJaMeHTCKUX CIylIaHui "AKTyallbHbIe BOIIPOCHI oOecreueHus: 6€30MacHOCTU U
pa3BUTHUs AeTel B MH(GOPMALMOHHOM POCTpaHcTBE", KoTopble npouuin B CoBeTe
®enepanuu 17 anpenst 2017 1., 6bTH pa3zpaboTaHbl METOIUYECKHAE PEKOMEH AN
0 pa3MelIeHnH Ha HHPOPMAITMOHHBIX CTEHAAX, OQUIIMaIbHBIX HHTEPHET-CalTax U
IpYyrux UHPOPMALIMOHHBIX pecypcax 001ieo0pa3zoBaTeIbHbIX OpraHu3aluii u
OpraHoOB, OCYIIECTBIISIIOUIUX yIpaBieHue B chepe oOpazoBaHus, HHGOPMAIUU O
0e301MacHOM IMOBEICHUH U UCIIOJb30BaHuu cetu "MHTepHeT" (nanee -
METOIMYECKHE PEKOMEH Il ).

MeTtoauyeckue peKOMEH Al HallpaBJIEHbl HA KAUECTBEHHOE MOBBIIEHNUE YPOBHS
MH(OPMAIMOHHON JeATEIbHOCTH 00111e00pa30oBaTENbHbIX OpraHU3aluii U
OpraHoOB, OCYIIECTBISIONIUX YIpPaBlIeHUE B cepe 00pa3oBaHUsl, B YACTH
UHGOPMHUPOBAHUS YUAILUXCS, UX POJUTENEH (3aKOHHBIX MPECTaBUTENEH) U
NeAarorndeckux paboTHUKOB 00 OCHOBHBIX acleKTax HHPOPMAIIMOHHON
0€30MacHOCTH.

MeToauyeckue pekoMeHAAINN MO3BOJIAT 00111e00pa30BaTENbHBIM OpraHU3alUsIM
¥ opraHaM, OCYIIECTBIISIFOIINM yTpaBiieHne B chepe oOpazoBanus,
aKTyaJTU3UpOBaTh y)K€ UCIIOJIb3yEeMbIe U pa3MeIIeHHbIE HHPOPMAIIMOHHBIE
MaTepualibl, TaK U MOATOTOBUTH UX B CIy4ae UX OTCYTCTBUA C YYETOM JIYULIUX
MPAKTUK U PEKOMEHAALUN.

B pamkax MeTOgu4YECKHX PEKOMEHAAIMN PACCMATPUBAIOTCS CJIEIYIOIINE
UHCTPYMEHTHI:

1. nHOpMaLIMOHHBIE CTEH/IBI;

2. oduHaIbHbIE HHTEPHET-PECYPCHI;

3. cpeacTBa MaccoBoii nH(popMaIuu (IIKOJIbHBIE Ta3€Th, MearOTHICCKUC U3TaHUS

U IpyTHE).



NudopMalmoHHbIE CTEHIbI

CpezncrTBa MaccoBOil HH(DOpMaIIHH

Odwunmanbabie MIHTEpHET-pECYPCHI

ITpuiao:xenue N 1. IlamaTka 1Jis o0ydaromuxcs 00 HHGoOpMaIMOHHOM
0€30I1aCHOCTH JieTell

Henb3s

OCTOpPOKHO

Mo>xHO

IIpuao:xkenue N 2. UndopMannoHHass MAMATKA AJ51 00YIAIOMIMXCS IS
pa3MeleHust Ha obunuaabHbIXx MHTEpHET-pecypcax
KoMnploTepHBIE BUPYCHI

Cetu WI-FI

ConuanabHBIE CETH

OJIEeKTPOHHBIC JICHBI'H

DJIeKTpOHHAas Io4Ta

Kub6epOy/IuHr MM BUPTYadbHOE M31E€BATEILCTBO

MoOWIbHBIN TeneoH

Online urpsl

OUIIMHT WM KpaXka JIMUHBIX JJaHHBIX

IludpoBas penyrarus

ABTOpCKOE ITpaBo

O noptasne

IIpnao:xkenue N 3. IlamsaTka 15 poauTeaeid 00 HHGOPMAIMOHHOH
0€30aCHOCTH JieTel

OO1ue npaBuia JUIsl pPOAUTENIEH

Bo3spact ot 7 10 8 ner

Bo3spact gereii ot 9 10 12 et

Bo3spact gereii ot 13 1o 17 ner

MCTOI[I/I‘ICCKI/IC PECKOMCHAAUN

0 pa3MeIIeHNN Ha MHPOPMAIIMOHHBIX CTeHaX, O(pHUIIMaTbHBIX UHTEPHET-CAalTaxX U
Ipyrux HHGOPMAIMOHHBIX pecypcax o0I1eo0pa3oBaTeiIbHbIX OpraHU3alui |
OpraHoOB, OCYIIECTBISIOLUIMX yMpaBieHUe B chepe obOpasoBanus, HHGOPMALIUU O

0e30MmacHOM IMOBCACHHNHN N UCIIOJIb30BAaHHUHU CCTHU <<I/IHTepHeT>>

Okcnepramu U uneHamu BpemenHoi komuccun Coera @epepanuu 1o pa3BUTUIO
UHPOPMAIIMOHHOTO  OOIeCTBA B paMKax  BBINOJHEHUS  PEKOMEHAALUN
napJaMEHTCKUX CIYIIaHUN « AKTyalbHbIE BONPOCHI oOecrieueHus: 0€30MacHOCTH U
pa3BuTHs eTell B MHGOPMAIMOHHOM MPOCTPAHCTBE», KOTOphIe mpouuin B CoBete
®enepanuu 17 anpens 2017 r., 6puTH pa3pabOTaHBl METOAMYECKUE PEKOMEH AN
0 pa3MeIlIeHNN Ha NHPOPMAITMOHHBIX CTeHJaX, O(PUIINaIbHBIX UHTEPHET-CAalTaxX U
Ipyrux WHGOPMALMOHHBIX pecypcax o0I1eo0pa3oBaTeIbHbIX OpPraHU3aAlMNA U
OpraHoOB, OCYIIECTBISIONUIMX yMpaBieHUEe B chepe obOpasoBanus, HHGOPMALIUU O



[—

0e30macHOM TIOBEJCHWM W UCHoJib3oBaHUM cetu «MHTepHEeT» (mamee —
METONYECKUE PEKOMEHIAIINH ).

MeTtoanueckue peKOMEeHJallMY HapaBJIeHbl HA KaYeCTBEHHOE TOBBIIIEHHE YPOBHS
UHQOPMALIMOHHON  JEATENbHOCTH  00IIe00pa3oBaTeNbHBIX  OpraHu3alii U
OpPraHOB, OCYIIECTBIIIIONINX YyIpaBleHHe B cdepe oOpa3oBaHUs, B YacTH
MHQOPMHUPOBAHUS YyYaIUXCSI, UX pPOAMUTENCH (3aKOHHBIX MPEICTABUTENCH) U
NEeAarorn4eckux pabOTHUKOB 00 OCHOBHBIX acleKkTax HWHGOPMALUOHHON
0€30I1aCHOCTH.

MeToaudeckue peKOMEHIAIMH MO3BOJIIT 00IIe00pa30BaTEIbHBIM OPTaHU3AIHASIM
W OpraHaM, OCYIICCTBJSIIOIIIMM  yOpaBieHHe B  cdepe  oOpa3oBaHus,
aKTyaJIU3UpOBaTh YK€ WCIOJIb3yeMble H pa3MelIeHHbIe WH(OPMAIMOHHBIC
MaTepHualibl, TAK U MOATOTOBUTh UX B CIy4ae MX OTCYTCTBHUS C YYETOM JIYYIIUX
NPAKTUK U PEKOMCH/IAITHIA.

B pamkax MeroaMuecKMX PpPEKOMEHJAlMi pacCMAaTpUBAIOTCS — CIEAYIOIINE
UHCTPYMEHTBI:

UH(OPMAIMOHHBIE CTEH/IBI;
oduIHaIbHbIE UHTEPHET-PECYPCHI;
CpelcTBa MaccoBOM MH(OpMAIMH (ILIKOIbHBIE Ta3€Thl, IEJarOrMuecKrue U31aHus u

JpyTHe).

NudopmarimoHHbIe CTEH/IBI

Ha wunpopMamumoHHbIX CcTeHAaxX B 00II€00pa30BaTEIbHBIX OpraHU3aALUIX,
pacmojoxeHHbIX B ¢oile yupexxaeHMii U B KaOWHETaX, OCHAIICHHBIX
NEPCOHAIBHBIMU YCTPONUCTBAMU JIJIsl BBIXOJIa B ceTh «VHTepHET», peKOMeHIyeTcs
pa3MecTUTh WH(GOPMALMOHHBIE TMaMATKH, COJIEpPXAIIle OCHOBHBIE COBETHI IO
obecrnieyeHnt0 HHGHOPMAITMOHHON O€30MACHOCTH YUYalTUXCHl.

B Tlpunoxennu Ne 1 K METOIMYECKUM PEKOMEHIAIMSIM TpeACTaBlIeH oOpa3ell
MaMTKU JIJIs pa3MenieHuss Ha UHGOPMAIMOHHBIX CTEHAAX.

CpenctBa MaccoBoii HHGOpMaIuu



Ne| Paznen/mon dopmar Conepxanue MaTepUalioB

pazzen npeICTaBICHUS
MaTepUasoB

1. | JIokaneHble | Konuu nokymeHTOB B | Pa3zMmemniarorcss KOonuu TOKyMEHTOB, T.€.
HopMmaTuBH |dopmare *PDF CKaHUPOBAHHBIM BAPUAHT JOKYMEHTA,
bI€ AKThI B COOTBETCTBYIOIIUI TPeOOBaHUAM K IIapaMeTpam
chepe CKaHUPOBaHUs. Pa3zMemaroTcss JOKyMEHTBI,
obecrnievyeH perIaMeHTHPYIOIINE OPTraHU3aIUIo U paboTy ¢
ust MEPCOHATBHBIMU TaHHBIMH, TIJIAHbI
uHpopMaIu MEPOIPHUITHIA IO 00ECTIEUECHUIO
OHHOM nH(OpMaIIMOHHOM 6€301aCHOCTH 00YUYaKOIITUXCS
0e301acHoC U IpyTHe.

TH
00yyJannio
HIUXCS

2. |Hopmatusn | Koruu nokymenToB B | [IyOnukyroTcst akTyanbHbIe CBEECHUS 00
oe dopmare *PDF benepanbHBIX U PETHOHAIBHBIX 3aKOHAX,
perynupoBa NUChbMaxX OPraHOB BJIACTH U JpyTrue
HUE HOPMaTUBHO-IIPABOBbIE TOKYMEHTHI,

perJaMeHTHpYoIIe 00ecreueHue
uH(}opMaIMoOHHOM 6€301aCHOCTH
HECOBEpIIeHHONIETHUX. [lomyckaeTcss BMecTo
KOMUI pa3MeniaTh THMEePCChUIKN Ha
COOTBETCTBYIOIIME JOKYMEHTHI Ha caTax
OpPIaHOB IOCYIapCTBEHHOMN BJIACTH.

3. |Ilegarorny | TekcT Ha cTpaHMLIE Pa3memarorcs METOIMUECKUE PEKOMEHAALNN U
€CKUM caiita yKa3bIBaeTCsl HHPOpMALU O MEPOIIPUSITHSX,
pabotHuka |Komnuu 1OKyMEHTOB B |IIPOEKTAX M MporpamMmax, HalpaBJICHHbIX HA
M dbopmare *PDF MOBBILICHHE HH()OPMAILIMOHHOM IPaMOTHOCTH

neaarornyeckux paboTHUKOB.

4. | OGyuatomu | Tekct Ha cTpaHuIe Pa3memaercs nHpopmaionHas namMmsTka
Mmcsl caiita (IIpunoxenue Ne 2) u yka3blBaeTcs

UH(pOpMaIUs O MEPOIIPUATHSIX, IPOEKTaX U

porpaMMax, HallpaBJIECHHBIX Ha IOBBIILICHUE

MH(POPMALIMOHHON TPAaMOTHOCTH 00Y4YarOIIUXCSl.
5. |Poputensim | TekcT Ha cTpaHHILIe Pa3memaercs nHpopmMaoHHas mamMsTKa




(3aKOHHBIM | caiiTa (IIpumoxenne Ne 3).

MPEICTaBUT

eIIsIM)

00yyJaroIu

XCsl

JleTckue TekcT Ha cTpanwmIe Pasmemaercst nHpoOpMaIms 0 peKOMEHIYEMBIX K

Oe3omacHbI |caiTa MCIIOJIb30BAHUIO B YYEOHOM IpoIiecce

€ CauThI Oe3omacHbIX caiiTax, 0aHHEpHI O€30MACHBIX
JIETCKUX CAlTOB.

B cpenctBax maccoBoit uMH(MOpMaUK, OPHEHTUPOBAHHBIX Ha OOydaroIIMXCH,
pPEeKOMEHIyeTcsl B TEYEHHMM Y4YeOHOro Troja peryisipHO MyOJHMKOBaTh
UHPOPMAIIMOHHBIE ~ MaTepHalibl,  TOCBSIIEHHBIE  OTICIBbHBIM  acleKTaM
uHPOPMAIIMOHHON O€30MacHOCTH, a TaKKe pa3jnyHble MaMATKH OOIIero
Xapakrepa.

B cpeacrBax maccoBoil mHdOpManuu, OpHUEHTHPOBAHHBIX Ha MEIArOTHYECKYIO
0OIlIECTBEHHOCTh, PEKOMEHJIYETCS B TEUEHUHU KaJEHJAPHOIO Trojfa pEryisipHO
nyOJIuKOBaTh MH(POPMALIMOHHBIE MAaTEPUAIIbI, TOCBSIIIEHHbBIE OT/IEIbHBIM aCIEKTaM
uH(pOpMaAIMOHHOW  O€30MaCHOCTM  KaK  HECOBEpPUICHHOJIETHUX, Tak W
00111e00pa30BaTeNIbHbIX OpPraHU3alMi, a TaKXKe pa3jIudHble MaMSITKU, 0030pbI
HOPMATUBHO-TIPABOBOT'O PEryJUpOBaHUs JaHHON cdepbl M uHOOpPMALUIO O
aKTyaJIbHBIX MEPOIPUATHUAX U COOBITHIX B TaHHOM cdepe.

B xome mposenenuss Eamnoro ypoka mo Oe3omacHoctd B cetu «MHTepHeT»
PEKOMEH IyeTCsl 00ECIIeUUTh BBIITYCK TEMAaTHUYECKOIO BBIITyCKa CPEICTBA MACCOBOM
uHbopManuu MO0 cepuM  MyOJUKalMU, CpPEOu KOTOPBIX PacCMOTPEThH
OpPraHM30BaHHBIE MEPONPUATHS UIsi OOydYaloIIUMXCs, UX pPOAMTENEH (3aKOHHBIX
MPENICTaBUTEIICH) U TIeAarOTMYeCKON 00IIeCTBEHHOCTH.

OdunuanbHbIe HHTEPHET-PECYPCHI

O061Ie00pa3oBaTEIbHBIM OPTaHU3ANMSIM PEKOMEHIYETCS Ha CBOMX O(HUITHATHHBIX
UHTEPHET-pecypcax o00ecneuuTh (QYHKIIMOHUPOBAHUE CAMOCTOSTCILHOTO H
CHeram3upoBaHHoro pazaen «MHpopMannoHHas 0€30IacHOCTh», B paMKax
KOTOPOTO MPEAYCMOTPETh pa3MelIeHUE ClIeAyIoNeld NHPOpMaInu:

Opranam, OCYIIECTBIISIFOIIMM YIpaBlieHUE B cepe 0O0pa3oBaHUs, pEKOMEHIYETCS
Ha CBOMX O(HIMAIBHBIX HWHTEpHET-pecypcax oOecrneuuTh (YHKIIMOHUPOBAHHE
CaMOCTOSITEILHOTO W CIleUaIM3upoBaHHOro  paznen  «MudopmarmoHHas
0€30MacHOCTh», B paMKax KOTOPOTO TMPETyCMOTPETh pa3MEIICHHE CIIEAYIoei
uHpopmaruu:




IMpunoxenne No 1. Tlamsarka g oOvyyarommxcds 00 HWHGOPMAIMOHHOM
0€30MaCHOCTH NETEN

[IpunoxxeHue Ne 2. I/IHd)ODMaHI/IOHHaSI nmamMsiaTKa 1A O6V‘IaI-OHII/IXC}I AJIA
pPa3sMCIICHHUA Ha Od)I/IIII/IaJIBHBIX HHTCPHET-PECYPCAX

Ipunoxenue No 3. I[Namsarka g poaurenen 06 nHGpopMaMoHHON 0€30MaCHOCTH
aerei




Ipuiaoxenue N 1

MAMSITKA §
JUISL OBYYAIOIIMXCST OB MHPOPMALIMOHHOM BE3OIACHOCTH
NETEN

HEJIb35
1. Bcem mompsim cooOmaTh CBOK YacTHYH HWH(popManuio (HACTOSIINE WM,
damunuio, TenedoH, aapec, HOMEp LIKOJbI, a Takxke (oTorpaduu cBou, CBOEH
CEeMbH U JIpy3ei);
2. OTKpbIBaTh BIOXKCHHBIE (HalIbl AJIEKTPOHHOW IOYTHI, KOTJa HE 3HAelllb
OTIIPaBUTEIS;

3. I'pyOuth, mpuamupaThCs, OKa3bIBaTh HAaBICHHUE - BECTU CeOs HEBEKIMBO U
arpecCuBHO;

4. He pacnopsixkaiicsi 1eHbraMu TBOEH ceMbU 0€3 pa3pelieHusl CTaplinx - BCEraa
CIIpalIMBal pOOUTENIEN;

5. He Bcrpeuatics ¢ MIHTepHET-3HAKOMBIMM B PEAJIbHOM KU3HU - ITOCOBETYMCS CO
B3POCJIBIM, KOTOPOMY JTOBEPSIEILIb.

OCTOPOXHO

1. He Bce numyT npasny. Yuraeus o cedbe HenpaBay B MHTepHeTe - coodum 00
3TOM CBOMM POJAMTEIISIM HJIM ONIEKyHaM;

2. IlpurnamaroT NHepenuchBaThCs, UrpaTb, OOMEHHUBATHCS - IPOBEPbH, HET JIH
II0JIBOXa;

3. He3akonHnoe konupoBanue ¢aiiaoB B UHTEpHETE - BOPOBCTRO;

4. Bcerna pacckasbiBaii B3pOCIIbIM O IIpO0OJIeMax B CETH - OHU BCETa [IOMOTYT;

5. Ucnonb3y#t HacTpoiiku 6€30MacHOCTH M MPUBATHOCTH, YTOOBI HE MOTEPATH CBOU
AKKayHTBI B COLICETAX U APYTMX NOPTAIAX.

MOXHO

1. YBaxkaut Apyrux nojab30BaTeiei;

2. ITonw3yembess THTEPHET-UCTOYHUKOM - JIeJIall CChUIKY Ha HETro;

3. OTKpbIBaii TOJIBKO T€ CCBHUIKH, B KOTOPBIX YBEPEH;

4. OOmaTbcst 32 IOMOIIBIO B3pPOCIBIM - POJIUTENN, ONEKYHbl M aJMHUHHUCTpALUs
CalTOB BCEr/a IOMOTYT;

5. Ilpoiigu oOyuenue Ha caite "CereBHMYOK" M TOJYYHd TACIOPT HUGPOBOTO
rpaxkaaHuHa!



IIpunoxenue N 2
NHO®OPMALIMOHHAS ITAMSATKA
JJISA OBYYAIOIIUXCA 1JISA PASMEIEHUSA

HA OPNIUNAJIBHBIX UTHTEPHET-PECYPCAX

C KaxapIlM TOJOM MOJIOJIC)KA B MHTEPHETE CTAHOBHUTHCS OOJIbIIIE, & IIKOJbHUKHU
OJHM W3 CaMbIX AaKTHBHBIX IOJb30Barene PyHera. Mexnay Tem, nOMHMO
OTPOMHOTO KOJHMYECTBA BO3MOXHOCTEHW, WHTEPHET HECET W MpoOJIeMbl. JTa
naMsTKa JI0J>KHA MOMOYb Te0e 6e301acHO HaXOAUThCS B CETH.

KommnbroTepHbie BUPYCHI

KoMmnploTepHblid BHPYC - 3TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX ITPOTPaMM,
OTJIMYUTEIBHOU OCOOEHHOCTBHIO KOTOPOU SIBIISIETCS CIOCOOHOCTH K Pa3MHOXKEHUIO.
B nononHeHne K 3TOMY, BUPYChl MOTYT NOBPEAUThH WJIU MOJHOCTBIO YHHUUTOXKHUTH
Bce (pailyibl U JaHHBIE, OJKOHTPOJIbHBIE MOJIb30BATENI0, OT UMEHU KOTOPOTo ObLIa
3amylIeHa 3apakeHHas NpPOrpamMMa, a TAKXKE MOBPEIWTh WIH JAXE YHUUYTOXKUTh
OTIEPAIIMOHHYIO0 CHUCTEMY CO BcemH (paitmamu B 1iesioM. B GosbIIMHCTBE CiIy4yaeB
PacCIpOCTPAHSAIOTCS BUPYCHI YEPE3 UHTEPHET.

MeToabl 3alIIUTHI OT BPEIOHOCHBIX MPOrpaMMm:

1. Ucnonb3yld COBpEMEHHBIE OIEPALMOHHBIE CHUCTEMBI, UMEIOIIUE CEPbE3HBIN
YPOBEHb 3AIIUTHI OT BPEJOHOCHBIX ITPOTPAMM;

2. TlocrosHHO ycTaHaBnuBail madtu (TMUGPOBBIE  3aIUIaTKHA, KOTOPHIE
ABTOMATUYECKM YCTAHABJIMBAIOTCS C LENbI0 JIOPAOOTKUA MPOTpaMMbl) U JpYyrue
OOHOBIIEHUsI CBO€l omepalMoHHOM cuctembl. CkKauuBaili HMX TOJBKO C
opunmanbHoro caiita paspadorunka OC. Ecim  cymiecTByeT  pexuMm
aBTOMATHUYECKOTO OOHOBJICHUS, BKIIIOUH €T0;

3. Paboraii Ha cBoeM KOMIbIOTEPE TOJ NpaBaMH MOJb30BATENA, a HE
aIMUHUCTpATOpa. OTO HE TMO3BOJUT OOJIBUIMHCTBY BPEJOHOCHBIX MPOrpaMm
MHCTAJVINPOBATHCS HA TBOEM NIEPCOHAIBHOM KOMIIBIOTEPE;

4. Hcnonb3yil  aHTUBUPYCHBIE  MPOrPAMMHBIE  MPOJIYKTHI  HM3BECTHBIX
IPOM3BOJUTENEH, C aBTOMAaTHUECKUM OOHOBJICHHEM 0a3;

5. Orpanuub PU3NYECKUN JOCTYI K KOMIBIOTEPY JIsl HOCTOPOHHUX JIMII;

6. Ucnonb3yil BHEIIHUE HOCHUTENM MH(OpMalUU, Takue Kak (iemika, JUCK WU
(aiin U3 uHTEpHETAa, TOJIBKO U3 IPOBEPEHHBIX HCTOYHUKOB;

7. He otkpbiBaii KOMIIbIOTEpHBIE (haiyIbl, TOJIydEHHbIE U3 HEHaJAC)KHBIX
UCTOYHUKOB. Jlaxke Te (ailyibl, KOTOphIEe MpHCTaT TBOK 3HAKOMBIN. Jlydille yrouHu
y HETro, OTIIPABJISI JI OH TeOe uX.

Cetun WI-FI

Wi-Fi - 310 He BuI mepenaydm JaHHBIX, HE TEXHOJIOTHS, a BCEro JIUIb OpeH,
mapka. Eme B 1991 rony Humepmanickas KOMIAHUS 3apETHCTPUpOBANa OPEHI
"WECA", uto o06o3nayano ciaoBocouetanue "Wireless Fidelity", kortopprii
NEePEBOUTCS Kak "OecnpoBOAHAS TOYHOCTD'.

Jlo Hamiero BpeMeHHu Joluia apyras a00peBHaTypa, KOTopas SIBISIETCS TaKOM ke
TexHojorueit. tro abopesuatypa "Wi-Fi". Takoe Ha3BaHue OBLIO 1aHO C HAMEKOM
Ha CTaHJIapT Bbiclied 3ByKOoBOW TexHuku Hi-Fi, uTo B mepeBoje o3Hauaer
"BBICOKAsi TOYHOCTB .



Jla, OecraTHBIA WHTEPHET-IOCTYN B Kade, OTENsIX W a’dpomopTax SBISETCS
OTJIMYHOW BO3MOKHOCTBIO BBIXOJIa B MHTepHET. HO MHOTHE 3KCIepThl CUMTAIOT,
yT0 o0meaoctynHbie Wi-Fi ceTu He sBisitoTcs 0€301acHBIMU.

CoseTtbl 10 6€30M1aCHOCTH PadOTHI B 001IeI0CTYNHBIX ceTax Wi-fi:

1. He nepenaBaii cBoro MuHyr0 HHpOpMaruio yepe3 oodmeaoctynubie Wi-Fi cern.
PaboTas B HUX, eJlaTelbHO HE BBOJUTH IMAPOJIA JOCTYIA, JIOTUHBI U KaKUe-TO
HOMEDA;

2. Ucnonb3yit u 0OHOBIIANM aHTUBUPYCHBIE MPOrpamMMbl U Opanamayep. Tem cambiM
ThI 00€30MaCHUIITh Ce0s OT 3aKaYKH BUPYyCa Ha TBOE YCTPONCTBO;

3. IIpu ucnonszoBanun Wi-Fi otkmoun Qynkuuio "OOmuit goctyn Kk aitnam u
npuHTepam". JlanHas (yHKIMS 3aKpbiTa MO YMOJIYAHHUIO, OJIHAKO HEKOTOPHIC
MOJIB30BATENIM AKTUBUPYIOT €€ JIJIsl yI00CTBA UCTIOJIb30BaHUs B paboTe wim yueoe;
4. He ucnons3yit myonuunbsii WI-FI nns mepegaun NTUYHBIX AaHHBIX, HApUMEP
JUTSL BBIXO/1a B COLIMAJIbHBIE CETH UJTU B DJIEKTPOHHYIO MOYTY;

5. Ucnonb3yi Tosbko 3ammiieHHoe coeaunenue yepe3 HTTPS, a ue HTTP, T.e.
npu Habope BeO-aapeca BBOAU UMEHHO "https://";

6. B MoOunbHOM Tenedone oTkaoun ¢yakuuro "llogkmrodenne k  Wi-Fi
aBromatudecku". He nomyckaid aBTOMaTW4YeCKOro MOIKIIOUYEHHUS YCTPOWCTBA K
cetsiMm Wi-Fi 6e3 TBoero cornacusi.

CoumnasnbHbie ceTH

CoruanbHble CETH aKTMBHO BXOJST B HAIly >KH3Hb, MHOTHE JIIOAW padOTAIOT U
KUBYT TaM TMOCTOsIHHO, a B Facebook yke 3apeructpupoBaH MUILIHAP]] YEIIOBEK,
YTO SIBJISIETCS. OJJHOW CEABMOW BCEX KUTEJICH IuiaHeTbl. MHOTrME MOJIb30BATENN HE
MOHUMAIOT, YTO WHOpMAIHs, pa3MelIeHHass UMH B COITMAIBHBIX CETAX, MOXKET
ObITh HaleHAa W WMCIOJIb30BaHA KEM YTOJHO, B TOM YHCJE HE 00S3aTEIbHO C
OJIaruMy HAMEPEHUSIMH.

OcHoBHBIE COBETHI N0 0€30IACHOCTH B COIHAIBHBIX CETHAX:

1. Orpannyb cnMcok Apy3ei. Y TeOs B Apy3bsiX HE JNOKHO ObITh CIy4aWHBIX U
HE3HAKOMBIX JIIO/IEH;

2. 3amuuiail cBol 4YacTHyI0 ku3Hb. He ykasbiBail maponu, TenedoHsl, aapeca,
JaTy TBOErO POXKACHUS M JPYTYIO JUYHYIO HMHPOpMalLUIO. 3JI0YyMBIIIJICHHUKA
MOTYT HCIIOJIb30BaTh Jaxe WHGOpPMAIMI0 O TOM, KaK Thl U TBOM POAMUTENH
IJIaHUPYETE POBECTU KAaHUKYIIBL;

3. 3ammimail CBOIO pPEMyTaIuio - JEepKH €€ B YHCTOTE W 3ajJaBail cebe BOmpoc:
xoTen Obl Thl, YTOOBI JPYrue TMOJH30BATENN BHUACIH, YTO ThI 3arpykKaeiib?
[Toxymaii, ipesxie 4eM 9TO-TO OMyOJUKOBATh, HAMUCATH U 3aTPy3UTh;

4. Ecnu TBI TOBOPHWINB C JIOABMHU, KOTOPBHIX HE 3HAEIIh, HE HCMOJB3YH CBOE
peanbHOE UMS U JPYTYI0 JTUYHYIO WH(OpMAIUu: UMs, MECTO >KUTEIIbCTBA, MECTO
y4eObl ¥ IpoYee;

5. U30beraii pasmemenus Gororpaduii B MHTEpHETE, THE€ Thl H300pakeH Ha
MECTHOCTH, 110 KOTOPOH MOKHO ONPEEIUTh TBOE MECTOIOJIOKEHUE;

6. Ilpu peructpanuu B COIMAIBHOW CETH HEOOXOJMMO HCIIOIb30BATH CIOKHbBIE
NapoJiu, COCTOSLIME U3 OYKB U U(P U C KOJIMYECTBOM 3HAKOB HE MEHeEE &;

7. Jlng comuaabHOM CETH, MOYThl U APYTUX CaWTOB HEOOXOIUMO HCHOJIb30BaTh
pazHble maponu. Torga ecid TeOs B3JIOMAIOT, TO 3JOYMBIIIJICHHUKH MOJIy4aT
JIOCTYII TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpa3zy.



DJIEKTPOHHbIE TeHbIH

DONEeKTpOHHBIE JEHBI'M - O3TO O4YeHb YAOOHBIM crmocod IuUIaTeXei, OJIHAKO
CYILIECTBYIOT MOLLIEHHUKH, KOTOPBIE XOTAT MOJYYUTh ITH AEHBIH.

DJIEKTPOHHBIE JEHBIM MOSBWIMCH COBCEM HENABHO M MMEHHO H3-3a ATOrO BO
MHOTMX FOCyAapCTBax J0 CHX IOP HE NPOIMHUCAHO MPO HUX B 3aKOHAX.

B Poccuu xe oHM (yHKUMOHUPYIOT U O HHUX YK€ IPOIKCAHO B 3aKOHE, TNe MX
pa3AeNsoT Ha HECKOJIBKO BHUJIOB - aHOHMMHBIE U HE aHOHMMHBbIE. Pa3HuIa B TOM,
YTO AHOHHMMHBIE - 3TO T€, B KOTOPBIX paspelraeTcs MPOBOAMTH omepanuu 0e3
uAeHTU(UKAITIY TTOJIH30BATENS, @ B HCAHOHUMHBIX MJICHTU(DHUKAIINS TIO30BaTEIIS
SIBJISIETCST 00SI3aTEIBHOM.

Taxke ciemyer pasnuvarh  OJEKTPOHHbIE  (QuaTHBIE JCHBIU  (paBHBI
TOCYJapCTBEHHBIM BaJIOTaM) W JJICKTPOHHBbIC He(HaTHBIC IEHBIU (HE pPaBHBI
roCyJapCTBEHHBIM BAIKOTaM).

OcHoBHBIE COBeTHI 10 0€30MaACHOI padoTe ¢ IJIEKTPOHHBIMHU JI€HbIAMMU:

1. IlpuBsxku K cyeTy MOOWIBHBIA TenedoH. DTO caMblil YIOOHBIM U OBICTPHIN
croco0 BOCCTAHOBUTH JOCTYI K cueTy. [IpuBsi3aHHBIN TeneQoH MOMOXKET, €cliv
3a0yAenib CBOM IUIATEXKHBIM Mapoiib WM 3aifJilellb HAa CalT ¢ HE3HAKOMOIO
YCTPOUCTBA;

2. Hcnonb3yit onaHopaszoBele mapond. [locrme mepexona Ha  yCUIIEHHYIO
aBTOpU3aluio Tebe yke He OyneT yrpokaTh OMACHOCTh Kpaku WJIM IepexBaTa
MJIATEXKHOTO MapoIs;

3. BriGepu crnoxxsbIit napois. [IpectynHukam Oynet He MPOCTO yragaTh CIOXKHBIN
napoJib. HazjexxHble maponu - 3T0 Mapoyid, KOTOPbIE COAEPKAT HE MEHEE § 3HAKOB
U BKIIOYAIOT B ce0s CTPOYHbIE M MPOMHUCHBbIE OYKBBI, IUPPBI U HECKOJIBKO
CUMBOJIOB, TaKWe KaK 3HaK noyuiapa, (yHTa, BOCKIMIATEIBHBIA 3HAK W T.IL
Hanpuwmep, $tROng!;;

4. He BBOIM CBOM JINUHBIE JAHHBIE HA CATaX, KOTOPHIM HE JOBEPSIEUIb.

DJIeKTPOHHAS MOYTA

DJIEKTpOHHAsl MOYTa - 3TO TEXHOJOTHUS WU MPEAOCTABISEMbIE €I YCIYrH IO
NEPECHUIKE U MOJYUYEHHUIO 3JIEKTPOHHBIX COOOIIEHUHN, KOTOPBIE pacpeIEesIOTCS B
KOMITbIOTEPHON ceTH. (OOBIUHO SJIEKTPOHHBIA TOYTOBBIM SIIUK BBITJISIAT
CJIeIYIOIMM 00pa3oM: UMs_TOJIb30BaTeNA(@uMs_AoMeHa. Takke KpoMe repeaadu
MIPOCTOTO TEKCTA, UMEETCS BO3MOXKHOCTh TIepeiaBaTh (pailiibl.

OcHoBHBIE COBeTHI 10 0€30NMaCHO padoTe ¢ JIEKTPOHHOM MOYTOM:

1. Hamo BbIOpaTh MpaBWIIBHBIN MOYTOBBINA cepBUC. B mHTEpHETE €CcTh OrpOMHBIN
BBEIOOp OECIIaTHBIX TMOYTOBBIX CEPBUCOB, OJHAKO JIyYIlle JOBEPATH TeM, KOTO
3HAeUIb U KTO NIEPBbIM B PEUTHHTIE;

2. He yka3piBail B NUYHON mMoute JU4HYI0 HHPOpmaimio. Hampumep, mydire
BBIOpaTh "My3bIKaNbHBIN (paHaT@" nau "pok2013" BmecTo "Temal3";

3. Wcnonp3yli IBYXATaHYK aBTOPU3ALHMIO. DTO KOIZAA MOMUMO Mapojs HYKHO
BBOAUTH KOJ, IPUChUIaEMbIA 0 SMS;

4. Beibepu clI0kKHBINA Maposib. JJis KaXa0ro NOYTOBOrO SIIUMKA TOHKEH ObITh CBOU
HAJCKHbIM, YCTOUYMUBBIA K B3JIOMY I1apOJib;

5. Ecim ecTb BO3MOXXHOCTh HANMCAaTh CaMOMY CBOM JIMYHBIN BOIPOC, UCHOJIb3YH
3Ty BO3MOYKHOCTB;



6. Ucronb3yil HECKOJIBKO MOYTOBBIX SUIMKOB. IIepBhIil 17151 YaCTHOM NMEPENUCKU C
aagpecaTaMy, KOTOPBIM Tbl JOBEpACIIb. JTO DSJIEKTPOHHBIM aapec HE HaAo
UCII0JIb30BATh MIPU PErUCTpalMK Ha (popymax U caiTax;

7. He oTkpbiBail Qaiiibl U Apyrue BIOKEHUS B MUChbMAax, IaKe €CIM OHU MPUIILIA
OT TBOUX Jpy3ei. JIyunie yrouHu y HuX, OTIPABIIsUIA JIM OHU TeOe 3T (ailibl;

8. Ilocnie okoH4YaHMsI pabOTHl HA MOYTOBOM CEPBUCE MEPE] 3aKPHITUEM BKJIAIKHU C
caiiToM He 3a0y/ib HakaTh Ha "BeiiTu".

KuGepOymauHr unu BUPTyaIbHOE U31€BATEIHCTBO

KubepOymmuHT - TpeciieloBaHnEe COOOIICHUSIMH, COACPKAIIMMHU OCKOPOJICHNS,
arpeccHio, 3alyruBaHue; XyJIuraHCTBO; COIMAIbHOE OOMKOTHPOBAHUE C TOMOIIBIO
Pa3JIMYHBIX UHTEPHET-CEPBUCOB.

OcHoBHBIE cOBeTHI 110 00pBOe ¢ KNOEPOYVINHIOM:

1. He Gpocaiics B 60it. JIyumuii crioco6: mocoBeToBaThCA Kak ceOsi BECTH U, €CIIN
HET TOr0, K KOMY MOXHO O0OPaTUThCS, TO BHAYaIEe YCIIOKOUThCS. ECliv Thl HaUHEIIb
OTBEYaTh OCKOPOJIEHUSIMHU Ha OCKOPOJICHUS, TO TOJBKO €Ile OOJbIIe Pa30XiKellb
KOH(JIMKT;

2. Ynpaisi cBoer kubeppenyTaiuei;

3. AHOHUMHOCTb B ceTu MHUMas. CyIleCTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOUT 3a
AHOHUMHBIM aKKAYHTOM;

4. He crouT BecTH XyJdWraHCKuM oOpa3 BHUPTyalbHOW >KU3HH. HWHTEpHET
¢ukcupyeT Bce TBOM JACWUCTBHUA M COXpaHSIET MX. YJaIUTh HUX OyneT KpaiiHe
3aTPYAHUTEIIBHO;

5. Cobmrofalt CBOIO BUPTYaJIbHYIO Y€CTh CMOJIONY;

6. Urnopupy#i equandHbiii HeratuB. OQHOPA30BbIe OCKOPOUTEIBHBIE COOOIIECHUS
Jydlle UTHOpUpoBaTh. OOBIYHO arpeccusi MPeKpalaeTcss Ha HaAYaIbHOM CTaNH;

7. bam arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIICHUSMHU, B
COIIMAJIbHBIX CETAX €CTh BO3MOXXHOCTb OJIOKUPOBKHU OTIIPABKM COOOUIEHUH C
ONPENEIICHHBIX aJIPECOB;

8. Ecnmu Thl cBugerenbs kuOepOyiuHra. TBou JeHCTBUS: BBICTYNUTH IPOTUB
npecieaoBaTens, MOKa3aTb €My, YTO €ro JEWCTBUSA OLIEHUBAIOTCS HETaTHUBHO,
nojAJiepXKaTh KEPTBY, KOTOPOM HYKHA IICUXOJOTUYECKAs] MOMOIIb, COOOIIUTH
B3pPOCIBIM O (haKTe€ arpeCCUBHOTO MOBEACHUS B CETH.

MobOuiabHbIi TesaedoH

CoBpemeHHble CMapT(OHBI U IUIAHIIETHI COJEpKaT B cede BIIOJIHE B3POCIBIN
byHKIIMOHAT, W TEmepb OHM MOTYT KOHKYPHPOBAaTb CO CTaIl[MOHAPHBIMU
KoMmnbioTepamu. OHAKO, CPEACTB 3aIUTHI 7Sl MOJAOOHBIX YCTPOMCTB MOKA OYEHb
Mano. TecTMpoBaHME M TIOMCK YSI3BUMOCTEM B HHUX IPOUCXOJHUT HE Tak
WHTEHCUBHO, Kak 1yis [1K, To ske camoe kacaeTcst 1 MOOMITBHBIX TIPHIIOKEHUH.
CoBpemeHHble MOOWUIIBHBIE Opay3epbl YK€ MNPaKTUYECKH [IOTHAJM HACTOJbHBIC
aHaJoOr¥, OJHAKO pacuMpeHue (yHKIMOHAIa BJEYEeT 3a CcOo00il OOJIbIIYIO
CJI0’KHOCTh M MEHBIIYIO 3aLIUIIEHHOCTb.

Jlaneko He Bce TMPOU3BOJUTENN BBIMYCKAIOT OOHOBJIEHUS, 3aKpPbIBAOIINE
KPUTHYECKHE YSA3BUMOCTH JIJI1 CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI AJIs1 0€30MAaCHOCTH MOOUIILHOTO TeseoHa:



Huuero He siBnsieTcst mo-HacTosiemMy OecruiaTHbIM. By/ib 0CTOpOKEH, BEAb KOraa
Tebe mpearaloT OECIUIATHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO
IJIATHBIE YCIIYTH;

Hywmaii, npexnae dyeM otnpaBuTh SMS, dhoto uiu Bujeo. Tl TOUHO 3HACIb, TJIC
OHM OyAyT B KOHEUHOM UTOTrE?

Heobxoa1mMo 0OHOBIIATH ONEPAIMOHHYIO CUCTEMY TBOEro cMapThoHa;

Hcnonb3yit aHTUBUPYCHBIE TPOrPaMMBbI JIsl MOOUJIBHBIX TeI€(OHOB;

He 3arpyxaill npuiioxeHus OT HEM3BECTHOTO MCTOYHMKA, BEAb OHH MOTYT
COJIepKaTh BPEIOHOCHOE MPOTrpaMMHOE 00ECIICUECHNUE;

[Tocne TOro Kak Thl BRIHACIIB C CaiiTa, I/i€ BBOJWI JUUYHYIO HH(OpMALINIO, 3aii11 B
HACTpOIiKu Opay3epa u yaanu cookies;

[lepuoguyeckn MpoBepsii, KakWe IUIATHbIE YCIYTd AKTUBUPOBAHBI HAa TBOEM
HOMEDE;

JlaBaii cBOil HOMEP MOOMIILHOTO Telle(poHA TOJIBKO JIOJISIM, KOTOPBIX Thl 3HACHIb U
KOMY JOBEpSICILIb;

Bluetooth momxeH ObITH BBIKIIOUEH, KOTJIa Thl UM HE MOJb3yelibcs. He 3a0biBaii
WHOT/Ia IPOBEPSTH 3TO.

Online urpst

CoBpeMEHHbIE OHJIAWH-UTPBl - ATO KPACOYHBIE, 3aXBATHIBAIOIIUE Pa3BICUYECHUS,
00BEIMHSAIONINE COTHU ThICSY YEJIOBEK MO BceMy Mupy. WUrpoku wucciemyror
JAHHBI UM MHUp, OOIIAIOTCS IPYT C IPYroM, BHITIOJHSIOT 3aJ[aHUs, CPAKAIOTCS C
MOHCTPaMH M MOJYy4arOoT OMBIT. 3a YJOBOJIBCTBHE OHM IUIATAT: MOKYMAIOT JUCK,
OTUTAYMBAIOT AOOHEMEHT WJIM MPUOOPETAIOT KAKHE-TO OTIIIHH.

Bce atu cpeacTBa uayT Ha MOAJAEpP)KAHWE W PA3BUTHE UIPHI, a TAKXKE Ha camy
0€30TMacHOCTh: COBEPIICHCTBYIOTCS CHCTEMBbI aBTOPU3AINH, BBITYCKAIOTCS HOBBIE
nat4yu (uQpoBbIe 3aIIaTKA JIsl IPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.
B momoOHBIX Wrpax CTOMUT OIacatbCsl HE CTOJBKO CBOUX COMNEPHUKOB, CKOJIBKO
KpaXXu TBOETO MapoJisi, Ha KOTOPOM OCHOBaHa CUCTEMA aBTOPU3ALMU OOJBITNHCTBA
Urp.

OcHOBHBIE COBETHI IO 0€30IIACHOCTH TBOEr0 HIPOBOI0 AKKAYHTA:

1. Eciu apyroéi urpok BeneT cels IUIOXO WM co3laeT Tebe HEmpHUsITHOCTH,
3a0JIOKMPYi €r0 B CIUCKE UTPOKOB;

2. Iloxanyiics aIMUHUCTpATOpaM HWIPhl HA IUIOXOE IIOBEICHUE 3TOr0 MIPOKa,
YKEJATEIbHO MPUIOKUTh KAKUE-TO JI0Ka3aTelIbCTBA B BUJIE CKPUHOB;

3. He yka3biBaii TuuHy10 HHGOPMALUIO B TIpodaiiie Uurpsol;

4. YBaxail Ipyrux y4acCTHUKOB I10 UTPE;

5. He ycranaBnuBaii HeopuImaabHbIEC MATIYH U MOIBI;

6. Mcnonib3yil CIOKHBIE U Pa3HbIE MAPOJIH;

7. Jlasxe BO BpeMs UIPbI HE CTOMT OTKJIIOYaTh aHTUBUPYC. [Ioka TbI nurpaems, TBOU
KOMIIBIOTEP MOTYT 3apPa3UTh.

OUIIUHT UM KPaKa JUYHBIX JAHHBIX

OOBIYHON Kpaxel JeHEer M JOKYMEHTOB CETOAHS YK€ HMKOIO HE YJIUBHIIb, HO C
Pa3BUTHEM MHTEPHET-TEXHOJOTHUN 3JI0YMBIIUICHHUKNA IEPEMECTUIINCH B UHTEPHET,
U TIPOJIOIKAIOT 3aHUMATHCS "TFOOUMBIM" ETIOM.

Tak mosiBUIach HOBas yrpo3a: MHTEPHET-MOILIEHHUYECTBA WX (PUIIMHT, TJ1aBHAs
1Hejdb  KOTOPOro  COCTOMT B TOJYYEHMM  KOH(DUACHIMAIBHBIX  JAHHBIX



NOJIb30BaTeNeH - TOTMHOB W mapoJieil. Ha anrmuiickom si3bike phishing unraercs
kak ummHr (0T fishing - peiOHas 0B, password - mapossb).

OcHoBHBIE COBeTHI 10 00pbOE ¢ PUIIMHIOM:

1. Cneau 3a cBoMM akkayHTOM. Eciu Tl mojgo3peBaelib, YTO TBOSI aHKeTa Oblia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKMPOBATh €€ M COOOUIUTh aJIMUHUCTpaTOpaM
pecypca 00 3TOM Kak MOKHO CKOPEE;

2. Ucnonw3yit Oe3omacHbie BeO-CaliThl, B TOM YHCIIC, MHTEPHET-MAara3uHOB WU
MIOMCKOBBIX CHUCTEM;

3. Ucnonb3y#i crnokHble U pa3Hbie mapoiu. Takum obpazom, eciu Te0si B3IOMAIOT,
TO 3JIOYMBIIIJIEHHUKHY TIOJy4aT JOCTYII TOJBKO K OTHOMY TBOEMY MPO(UITIO B CETH,
a HE KO BCEM;

4. Ecnu Tebst B3noManu, TO HEOOXOJUMO NPEIyNpPEIUTh BCEX CBOUX 3HAKOMBIX,
KOTOpbIE€ J00aBJICHBI Y T€OS B APY3biX, O TOM, YTO T€Os B3JIOMAJIU U, BO3MOXKHO,
OT TBOETO UMEHH OYJET pacchlIaThCsl ClIaM U CChUIKU Ha (PUITUHTOBBIE CANTHI;

5. YcranoBu HagexHbii napoiib (PIN) Ha MoOUIIBbHBIN Tene]oH;

6. OTKIIIOUM COXpaHEHHUE MapoJid B Opaysepe;

7. He oTkpbiBail Qaiiibl U Apyrue BIOKEHUS B MUChbMAax, IakKe €CIIM OHU MPUIILIN
OT TBOUX Jpy3ei. JIyurie yTouHu y HUX, OTHPABIISUIN JIU OHU TeOe 3TU (ailiibl.
udpoBas penyraumus

[MudpoBas penyranusi - 370 HEraTUBHASA WM MO3UTHUBHASA UH(POPMALIMS B CETH O
tebe. Kommpomerupyromas uHopmaius, pa3MelleHHass B HWHTEPHETE, MOXKET
CEpbEe3HBIM O00pa30oM OTPa3UThCS Ha TBOEH peanpbHOM xu3HU. "Lludposas
pemyTaus" - 3TO TBOM UMUK, KOTOPBI hopmupyeTcs u3 HHPpopMauu o Tede B
UHTEpPHETE.

TBoe MecTo XHUTENbCTBA, y4eObl, TBOE (PUHAHCOBOE TOJIOKEHHE, OCOOCHHOCTH
XapakTepa 1 paccKasbl O OJIM3KUX - BCE 3TO HAKATUIMBAETCS B CETH.

MHorve mOAPOCTKU JIETKOMBICIEHHO OTHOCATCS K MyONUKAIlMU  JTUYHOU
uHpopmaiuu B MHTepHeTe, He MOHUMAas BO3MOXKHBIX MociaeACTBUU. Thl naxke HE
CMOXKeEIllb JI0Ta/laTbCsd O TOM, 4yTo QoTorpadus, pasMelnieHHas 5 JeT Ha3aj, cTajia
NPUYMHON OTKa3a MPUHATH T€0s HA palboTy.

Kommenrtapuu, pasmenienue TBoux ¢ortorpaduil U Apyrue JAEHCTBUS MOTYT HE
MCYE3HYTh JAXKe IMOCJE TOr0, KaK Thl UX YJalHIlb. Thl HE 3HACIIb, KTO COXPAHUII
3Ty MH(OpMaIIHMIO, MoNaja Jid OHa B IOMCKOBBIE CUCTEMbI M COXPaHWJIACh JIK OHA, a
TJIaBHOE: YTO MOAYMAlOT O Te0e OKpY’KAloIIMe JIIOU, KOTOpPble HAaWAYT U yBUAST
310. Halitn uHdoOpMmaIo MHOTO JIET CHYCTS CMOXET JI00O0W - Kak U3 J0OpbIX
noOyXJeHU, Tak M C HAMEPEHHUEM IMPUYUHUTH BpEd. DTO MOXKET OBITH KTO
YTOJIHO.

OcHOBHBIE COBETHI 0 3a1UTe NUGPPOBOH pemyTalnu:

1. [Tomymaii, mpex/e 4em 4yTo-To MyOJUKOBATh U MepeaaBaTh y ceOs B 010re Uiiu B
COLIMaIbHOM CEeTH;

2. B nactpolikax npoduiis yCTaHOBH OTPaHUYEHUSI HA TPOCMOTP TBOErO Mpoduiis
1 €T0 COAEPKUMOr0, CAETIal ero TOIbKO "1y npy3eit'”;

3. He pasmemaii u He ykaspiBall MH(OpMaIuio, KOTOpass MOXKET KOro-iudo
OCKOPOJISITH UJIM OOMKATh.

ABTOpPCKOE NPaBo



CoBpeMeHHbIE TIKOJIBHUKU - AaKTUBHBIC MOJIH30BATEIN ITU(POBOTO MPOCTPAHCTBRA.
OpHako pgajieko HE BCE€ 3HAIOT, YTO IIOJIb30BAaHHE MHOTHMMHU BO3MOKHOCTSIMH
nudpoBoro Mupa TpeOyer COOMIOJCHUS TpaB Ha  HMHTEUICKTYyaJIbHYIO
COOCTBEHHOCTb.

TepMmuH "uHTENIEKTYyalbHasi COOCTBEHHOCTB' OTHOCHUTCS K Pa3IMYHBIM TBOPEHUSIM
YeJIOBEYECKOr0 yMa, HauMHash ¢ HOBBIX M300pPETeHHMM M 3HAKOB, 0003HAYAIOIINX
COOCTBEHHOCTh Ha MPOAYKTHI U YCIYTH, U 3aKaHYMBasi KHUTamu, (GoTorpadusiMu,
KHHO(DHIIEMaM# ¥ MY3bIKQJIbHBIMU TTPOU3BEICHUSIMH.

ABTOpCKHE TpaBa - 3TO TIpaBa Ha WHTEIUICKTYaJbHYI0 COOCTBEHHOCTH Ha
MPOU3BEACHUSI HAYKH, JINTEPATYPhl U UCKYCCTBA. ABTOPCKHUE IpaBa BHICTYMAIOT B
KaueCTBE TapaHTHH TOTO, YTO HHTEIUICKTYaJIbHBIN/TBOPUECKHA TPYyI aBTOpa HE
OyZeT HampacHbIM, JAacT €My CIpaBeJIUBbIE BO3MOXKHOCTH 3apaboTaTh Ha
pe3ysibTatax CBOETO TPyHda, MOJYyYUTh W3BECTHOCTh W mpu3HaHue. Hukrto 06e3
paspelieHusi aBTOpa HE  MOXET  BOCIHPOU3BOAUTH €r0  MPOM3BEACHUE,
pacnpocTpaHsiTh, MNYOJUYHO JEMOHCTPUPOBATH, IMPOJAaBaTh, HMIIOPTUPOBATH,
MyCKaTh B MPOKAT, MyOJMYHO MCIOJHATh, NTOKA3bIBATH/UCIIOIHATE B 3dUpe WU
pa3Memiath B IHTEepHETE.

Hcnons3oBanue "MUpaTcKoro” MmporpaMMHOTO OOECIIEUCHHUS MOXKET MPHUBECTU K
MHOTHM PHUCKaM: OT MOTEPHU JAHHBIX K TBOMM aKKayHTaM JI0 OJIOKUPOBKH TBOETO
YCTPOMCTBA, T/I€ YCTAaHOBJEHA HeJeralibHasg mporpamma. He crTouT Takxke
3a0bIBaTh, YTO CYIIECTBYIOT JIETallbHbIE M OECIUIaTHBIE MPOTPAMMBI, KOTOPHIC
MO>KHO HAaWTH B CETH.

O noprane

CereBUUOK.p( - TBOW TJIaBHBIM COBETYHK B CETH. 3/1€Ch Thl MOKEIIh Y3HATh O
0€30MacHOCTH B CETH TMOHSTHBIM M JIOCTYITHBIM SI3BIKOM, a MPU BO3HUKHOBEHUU
KPUTHYECKON CUTyalluu OOpaTUTHCS 3a COBETOM. A TakKXXe MPUHSATh y4acTUE B
KOHKYypCaXx U CTaTh CaMbIM IIU(PPOBBIM rpaxKjaHUHOM !



[Tpunoxenue N 3
IMAMSITKA JJIS1 POIUTEJENA Ob HHOOPMAIIMOHHOM
BE3OIIACHOCTH JETEN

OmnpeneneHue TepMuHa "MHGOpPMALMOHHAS OE30MAaCHOCTh JACTEH'" COMEPKUTCS B
OdenepanbHoM 3akoHe N 436-O®3  "O 3ammure gereid ot  uHGOpMAIIUH,
NPUYUHSAIONIEN BpeJ MX 3J0POBBI0 M Pa3BUTHIO", PETYJIHUPYIOIIMM OTHOLICHHS,
CBSI3aHHBIE C 3aIMTON JeTed oT uHpOpMaIMK, MIPUUUHSIONIEH Bpea UX 310POBBIO
u (wm) paszputrio. CoriiacHO JaHHOMY 3aKOHY "WH(GOpMaIMoHHas 6€30MacHOCTb
nerer" - 3TO COCTOSHME 3allMIIEHHOCTH, NPHU KOTOPOM OTCYTCTBYET pPHCK,
CBSI3aHHBIN C mNpuUYMHEHWEeM WHOpMAIel Bpena WX 3A0pOBbI0 W (WIIH)
bu3IIeCKOMY, ICUXUIECKOMY, TYXOBHOMY, HDAaBCTBEHHOMY Pa3BUTHIO.
B cuny ®epnepanshoro 3akoHa N 436-O3 wHbopmarued, NpUIUHSIOMEH Bpen
3JI0POBBIO U (WJIM) PA3BUTHUIO JACTEH, SIBISETCS:
1. undopmanus, 3anpenieHHas A1 pacupoCTpaHeHUs! Cpeiu JeTe;
2. wuHbopmanusi, pacnpoCcTpaHEHHE KOTOPOHM OrpaHMYEHO Cpeau JeTe
ONPENEIICHHBIX BO3PACTHBIX KATETOPHUH.
3. K undopmanuu, 3anpenieHHoM s pacpOCTpaHEHUs Cpelin AETeil, OTHOCUTCS:
4. undopmamus, noOyxpaaromas JeTed K  COBEPIICHUIO  JCHCTBUH,
MPEACTABISIONINX YIPO3Y UX dKU3HU U (W) 310POBBIO, B T.U. IPUYMHEHUIO Bpea
CBOEMY 37I0pPOBbIO, CAMOYOUICTBY;
5. CIOCOOHOCTH BBI3BATh Y JIETEH JKeJIaHWEe YIOTPEOUTh HAPKOTHYECKUE CPEJICTBA,
NICUXOTPOMHBICE W (WJIM) OJypMAaHHMBAIONIME BEIIECTBA, TaOayHbIC W3ACIHA,
QJIKOTOJIbHYI0 M CIHPTOCOAEPXKAILYI0 NPOAYKIMIO, THBO U  HAMNUTKH,
W3rOTaBJIMBA€Mble HA €ro OCHOBE;, IMPHUHITh Y4YyacTHE€ B a3apTHBIX WIrpax,
3aHUMATHCS IPOCTUTYIIMEH, OPOISPKHIYECTBOM WITH TIOTIPOIIIAHIYECTBOM;
6. OOOCHOBBIBAIOIIAS WJIM OMPABABIBAIONIAS JOIMYCTUMOCTh HACWUIUs W (WJIN)
AKECTOKOCTH JIMOO MoOyXAaroiiasi OCYIIECTBISATh HACUILCTBEHHbIE JEHUCTBUS TIO
OTHOILIEHUIO K JIFOJSM U )KUBOTHBIM,;
7. oTpuLarolas ceMeilHble IIEHHOCTH U (POopMUpYIOIiast HeyBaKEeHUE K POJIUTEISAM
U (WIK) IPYyTUM YJIEHaM CEMBbH;
8. ompaBapIBaroIIas IPOTUBONPABHOE MTOBE/ICHHUE;
9. comepxkalias HELEH3YPHYIO OpaHb;
10. coneprkaias nHGopMalro NOpHOrpahuIECKOro Xapakrepa.

K wundopmauuu, pacnpocrpaHeHHe KOTOPOH OrPaHUYEHO Cpead JAeTel
onpeaeJeHHOro BO3pacra, OTHOCUTCH:

1. wunbopMmaius, mnpeacTaBisgeMas B BHIE H300paKEHUS WM  OMUCAHUS
KECTOKOCTH, (PU3MUECKOTO W (MJIM) TICUXMUECKOTO HACWIHS, MPECTYIUICHUS WA
MHOTO aHTUOOIIECTBEHHOTO ACHCTBHUS;

2. BBI3BIBAIOIAS Y JIETEU CTpax, y»Kac WIH MaHUKY, B T.4. IPEJCTABISIEMas B BUJIE
M300paKEHUS UM ONMHCAHMS B YHUKAIOIIEH YeIOBEYECKOE JTOCTOMHCTBO (opMme
HEHACUJILCTBEHHOM CMepTH, 3a0oJieBaHMsI, CaMOyOUiicTBa, HECYACTHOTO Clyyas,
aBapuu WK KaTacTpo(bl U (UJIN) UX TIOCIIEICTBUM;

3. mpencrtaBisiemMas B BHJI€ M300paKEHUS WM OMUCAHUS TOJIOBBIX OTHOILIEHUMN
MEXKIY MY>KUMHOU U KECHIUHOM;



4. conmepxariasi OpaHHBIC CJIOBA M BBIPAKCHHSI, HE OTHOCSIIHUECS K HEIEH3YPHOU
OpaHu.

C yuerom storo Bam mpennaraiorcs npaBuiia paboTel B cetu MHTepHer nns
Pa3IMYHBIX BO3PACTHBIX KaT€ropui, COOIIOEHNE KOTOPHIX MO3BOIUT 00ECIEUUTh
UH(OPMAIMOHHYIO 0€30MaCHOCTD BAIlIUX JIETEH.

O01mme npaBmiIa 1isl poauTesien

1. HezaBucumo oT Bo3pacTa peOeHKa MCIOJIb3yWTe MpOrpaMMHOE OOecredeHue,
nomoraromiee GUIbLTPOBaTh U KOHTPOJIUPOBATh HH(POPMAIIHIO, HO HE TOJIaraiTech
MOJIHOCTHIO Ha Hero. Barie BHIMaHue K peOCHKY - TJIABHBIA METOJ 3aIUTHI.

2. Ecom Bam peOGeHOK WMeEeT akKayHT Ha OJHOM M3 COIMALHBIX CEPBHUCOB
(LiveJournal, blogs.mail.ru, vkontakte.ru u T.1m.), BHUMATEIbHO HU3YUYUTE, KAKYIO
uH(OPMAITUIO TTOMEIIAIOT €r0 YYaCTHUKUA B CBOMX MpOouiIsx u Ojorax, BKItOUas
dotorpaduu u BuaCO.

3. IlpoBepbTe, C KAKUMU IPYTUMU CaliTaMH CBA3aH COLIMANIbHBINA cepBUc Barero
pebenka. Ctpannyku Bamiero pebeHka MoryT ObITh O€30MacCHBIMH, HO MOTYT H
CoJIepkaTh CChUIKM Ha HEXKeJIaTeNbHbIE U OMACHbIE CalThl (HampuMep, MOPHOCAMT,
WIM CalT, HA KOTOPOM Jpyr YINOMHUHAeT HOMEp coToBoro Ttenedona Bariero
pebenka uiu Bamn nomaniHuii ajgpec)

4. IToompsiite Bammx neteit coobiath 000 BCEM CTPAaHHOM WJIM OTTAJIKHMBAIOIIEM
U HE CIUIIKOM OCTPO pearupyire, KOrja OHM 3TO JenaloT (U3-3a OnaceHus
NOTEePATh NOCTYN K MHTEpHETY JeTH HE TOBOPAT POAMTENSIM O Mpoljemax, a
Tak)ke€ MOTYT Ha4aTh UCIIOJIb30BaTh IHTEpHET BHE TOMa U TIIKOJIBI).

5. bynpre B Kypce cereBoi xu3HM Bamero pebenka. MHTepecyiTech, KTO HX
py3bsi B UHTEpHET Tak ke, KaK MHTEPECYETECh PeaTbHBIMU IPY3bSIMH.

Bo3spacr nereii ot 13 10 17 aer

B »sTroM BO3pacte NOAPOCTKM AKTMBHO HCIOJB3YIOT IOHWCKOBBIE MAaIIUHBI,
MOJIb3YIOTCSL  DJIGKTPOHHOM  MOYTOM,  choy>k0aMu  MTHOBEHHOro  oOOMeHa
COOONIEHUSIMU, CKAaYMBAIOT MY3bIKY M (GUIbMBI. ManbuMkaM B 3TOM BO3pacTe
OoJbIIe MO HPABY CMETaTh BCE OIPAHUYEHUS, OHU KKIYT rpyOOro romopa,
a3apTHBIX UIp, KAPTUHOK "11s1 B3pochbiX". JIEeBOUKM MPEANOUnTalOT 00IIAThCA B
yaTax, 0OpH OSTOM OHHU Topa3no Ooyiee YYBCTBUTEIbHBI K CEKCyaJIbHbIM
noMorartenbcTBaM B IHTepHeTe.

3a4acTylo B JaHHOM BO3PacTe€ POJUTENSAM YXKE BECbMa CI0KHO KOHTPOJIMPOBATH
CBOMX JIeTeH, Tak Kak 00 VIHTepHeTe OHU Y€ 3HAIOT 3HAYUTENIHHO OOJIbIIIE CBOMX
ponuteneii. Tem He MeHee, HE OTIyCKaiTe aeTed B "CBOOOMHOE TutaBaHue" TIO
Hutepuery. CrapaiiTech akTUBHO y4acTBOBaTh B 00I1IeHNN pedeHnka B nTepHere.
Baxno mo-npexnemy crtporo coOmiofaTh npaBuia MHTepHeT-0€30macHOCTH -
COTJIAllIEHUE MEXIYy pOAUTENSIMU U AeTbMU. Kpome Toro, HeoOX0IMMO Kak MOXKHO
yamnle NpoCMaTpuBaTh OTUETHl O JeATesbHOCTH Jered B MHrepHete. Cnepyer
o0paTuTh BHHMAaHHE Ha HEOOXOAMMOCTb COJIEpP)KaHUS POAUTEIHCKUX MapoJien
(maposneil agMUHUCTPATOPOB) B CTPOIOM CEKpeTe M OOpaTUTh BHUMAHHUE Ha
CTPOTOCTb ATUX MAPOJICH.

CoseTtnl 10 6€30M1aCHOCTH B 3TOM Bo3pacte oT 13 10 17 et

1. CozpaiiTe CnMCOK IOMAIIHMX MpaBui mHocenieHuss MHTepHeTa npu ydacTtuu
MOJIPOCTKOB U TpeOyiTe 0€3yCI0BHOTO €ro BhinoiHeHus. OOroBopute ¢ pedeHKOM



CIIUCOK 3amlpeIleHHbIX caiiToB ("depHblld crmcok'"), dacel pabotel B MHTEpHETE,
PYKOBOJICTBO 10 001IeHuto B IHTepHeTe (B TOM YHUCIie B YaTax).

2. KommbroTep ¢ noaxiatoyeHueM K cetu MHTepHET MOJKEeH HaXOIUThCA B 00Iei
KOMHATe.

3. He 3a0bIBaiiTe OecenoBaTh ¢ AeTbMU 00 UX ApYy3bsiX B MHTepHeTe, 0 TOM, yeM
OHM 3aHATHl TaKUM 00pa3oMm, OYATO pedb HAET O APY3bSX B pPEaIbHOM KU3HU.
CopammuBaiiTe 0 JIOJAX, C KOTOPHIMH JETH OOILIAIOTCS TOCPEJACTBOM CIYKO
MTHOBEHHOTO OOMEHa COOOIIEHUSMH, YTOOBI YOETUTHCS, YTO OTH JIIOAH UM
3HAKOMBI.

4. HWcnonp3yiiTe cpencrtBa OJIOKUPOBAHUS HEXKEIATEIHPHOTO KOHTEHTa Kak
JIOTIOJIHEHUE K CTAaHAAPTHOMY PouTenbcKoMy KOHTPOJIIO.

5. HeoOxomumo 3HaTh, KakuMU 4YaTtaMu moib3ytorcs Bamm getu. [loompsiite
WCITOJIb30BAHUE MOJICPUPYEMBIX YaTOB U HACTAWBAWTE, YTOOBI IETH HE OOIIATNCH B
IIPUBATHOM PEKHUME.

6. HactauBaiite Ha TOM, 4TOOBI IE€TH HUKOTJIa HE BCTPEUYAINUCH JIMYHO C APY3bSIMU
n3 cetu IHTepHeT.

7. llpuyuute neredl He BbIAABATh CBOIO JMYHYIO HH(OpPMALMIO CpEACTBAMU
AJNIEKTPOHHOM TMOYTHI, YaTOB, CUCTEM MIHOBEHHOTO OOMEHa COOOLIECHUSIMH,
PErUCTPALIMOHHBIX (OPM, TUUYHBIX NPOdUIEH U MPU PETUCTPAIMU HAa KOHKYPCHI B
HNnrepuere.

8. Ilpuyuure nereid He 3arpyxaTh Oporpammbl 0e3 Bamero paspenieHus.
OOBsSICHUTE WM, YTO OHHM MOTYT CIy4ailHO 3arpy3uTh BUPYCHl WM JAPYroe
HEKeNaTeJIbHOE MpoTrpaMMHOe o0ecriedeHre.

9. Ilpuyuute Bamero pebenka coolmaTe BaM O JHOOBIX yrpo3ax WIHM TPEBOrax,
cBs3aHHBIX ¢ MHTepHeToM. HamomumTe neTsiM, 9YTO OHM B OE30MACHOCTH, €CIIU
caMHM pacckazajiud BaMm, O CBOMX yrpo3ax wuid TpeBorax. [loxBamure uX u
MOCOBETYWTE MOJOUTH €Ille pa3 B MOJOOHBIX CIIydasiX.

10. Pacckaxkure nerssim o nopHorpaduu B MutepHere. [loMorute um 3aluTUTHCS
oT cnama. Hayunte moapocTKOB HE BblIaBaTh B MIHTEpHETEe CBOEro peaabHOIO
AIIEKTPOHHOTO aJpeca, HE OTBEYATh HA HEXKENATENbHBbIE MUChbMA M HCIOJIb30BAThH
CrielMaJIbHbIE MOYTOBBIE (PUIIBTPHI.

11. ITpuyuyute cedst 3HAKOMUTBCS C CalTaMU, KOTOPbIE TTOCEIIAIOT MOPOCTKH.

12. Hayuurte nereil yBaxkaThb JpYruX B MHTEpHETE. YOeIuTech, YTO OHU 3HAIOT O
TOM, YTO MPaBuUIa XOPOILIEro MOBEICHUS JEUCTBYIOT BE3JIE - JaXE€ B BUPTYaATbHOM
MUpeE.

13. OOBsicHUTE AETSAM, YTO HH B KOEM Clly4ae HEb3s HCHOiab30BaTh CeTh s
XYyJIUTAHCTBA, PACIIPOCTPAHEHUS CIJIETEH UM YTPO3 IPYTUM JIFOJSIM.

14. O6cynuTe ¢ MOAPOCTKAMHU TTPOOIEMBI CETEBBIX a3aPTHBIX UTP U UX BO3MOXKHBIN
puck. HanomHute, 4TO 1€TH HE MOTYT UTPaTh B 3TU UTPhI COIJIACHO 3aKOHY.
[TocTossHHO KOHTpONMpYHTE HUcmHosib3oBaHue MutepHera Bammm pebenkom! D10
HE HapyLICHHE €ro JMYHOIO IPOCTPAHCTBA, a Me€pa NPEAOCTOPOKHOCTH U
nposiBieHre Bareil poauTenbckoi OTBETCTBEHHOCTH U 3a00THl.



